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tn Operation with qfiantitioa of traffic, 

A. Preparation u$ prints for t/A, and iraffio logs for 4/A» 

Cperaticae involved ore tivnseriptloa of aeioated porta 
of traffic froa written fa® a to * fora Which «m be road tpr 
aMfctee, nu»;roua net rderinee oooording to staple rules, nod 
printing* 

B. selection and printing of pleSn text notorial. 

Tory largo quantities of plain tost t?af£lo, noeiiy aont V 
asutoB&tio naanj and therefore received m perforated tope, «ro 
handled. It iu roqplrad that * eeloeti^n bo and* to ollninato 
Otwioualy wdnfaemtivo notarial, the reel&e balng printed, 
and that o further aeleotlon be node to retain only inf Croatian 
of interest, uni that retained trsnoLeted, 

0* Prep ar a t ion of prints of anl&lpiUK trsnssiesiona# 

for those KUitiplea WP txaneoiaoiccui In Wbieh the acdphor- 
1 eg process is aoeoaiated Kith the anltlplecdng rather than with 
tee opacrstlon of individual ehanneXe, it i« retired teat the 
analyst be presented with a prist, an thiah tea text of ell 
charnel* appears on tee mm pegs, and in atuafr t «en that it is 
readily aeon telch teex&otesra of different euemal* were sent in 
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tfe* cans* aw cyaU, In at least ot» *uoh aysica, It is dwairod 
that certain sleapotary statistical count* with the jrint 

«f the cipher test* 

8* IVeeent^tion el* quality and timing iaforaatl^n* 

Far certain ayater* it it dselra&Le that th* analyst be 
presented with a {Tint of cipher test which warX** with each 
letter an indication of the probability of a garUs, and in mx& 

•aasa «X«o a tin* Msasurc# 
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H* Opaarotiona determined ty degree of iyrtorawe. 

1* ay«rtfiK*ti« statistical analyida^^ . 

Analysis of ilndividusil «e*?ag*o or groups of rocypfc ografhica». ly 

. A>0 

til«Ud K*39«gt9 imy yield ub«6lL iafaraa Mnn *) jagg ^ e* ftr »i 
"Shi* i* a digraph substitution'’, «r "In thi* systeti, no letter 
•nclffccr* as 4i*kf*, or "Bara there 1* a 
§r«i*de Chang* at noun «r nay day", or "This cipher test if 
statistically loi < j^lngnigt:sbXo frsa rsed**’’. 
m "Blind'’ search fca* friable cireuasatancea. 



S0wtesa£io seattfo for pair* of Bsssagos with j^unaaual 
tdsiXeriiy nay encoder depths, wyptogrsjfde error, or ether 
idjwoo. “J^nUar-itT* nay include equality of length, patisro 
•qpiTalence» oosnon tcatual group*, eemeo indicator groups* 
sla&I ar frequency counts, or e&» usw^pscified pfeanaugnon* 
Machine aid here 1* a* rely the bringing iegsther -cf pair* of 
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"*««< *• " tt «»««»*»* «{"*&* 
being sods ty *u analyst* 



m, Operations beaasinu approprlata due to the afc&iialtien of apeatfto 
tWs» ttf k&O&ftlgB. 

(‘^pontlans in this elass ean raraiy V» p er f o raa d until the 
wslyst has stats at least one exarination of the test hadUsg weriisd 



as. Ifcetjasntty there are a QttE&er «f operations in sufiaecr&co, 
tcfc which eperatirtc daca next Is detemLoed tgr the reeulta of a 
previous sperafcioe.) 

A* Depth Search. 

If it hate teen determined that dasths rega ^ly -e dot in 
a eyetea* sod iscoffti&able acadfeetfitlosia of d$pth «fomrvtd — • 
aash ae indicator sl&l&ritles* or aoltlpU group eolnoi denseeh-* 
a eearofc for these semdibataticcs mUX tie awte* 



a. 




fbfctoau repeat eeorcb. 

9am either syateua have the property that if In two 
aoelphszcieRte of the mm plain text nearly but net ail of 
the eystca variables are the seat, the two resulting cipher 
tests will be staple substitutions ef one another. Iteder these 
•LnuastanMa, a March is mde far pairs of stretches ef 
eipber text&/£ bearing this relation. 

Ueacn/aied type aerations. 

If depth* have been to end, end the underlying language* 
see St least jertf.ally keen! assistance **y be given to the 

9 

TOP* ~:CRCT 



\ 



REF ID : A60843 

nr 

analyst JV^P^chWaf him %dth a lift «jf pair* at wards aloes 

'hi 1 " 

with their amwdtgs* eafii ward having a jxwdtive probohility 
of ooeumeo# la am of the messages of the depth, and sash 
that theip sissjltsaeeus eeearrese Is sorosl stent with the 
either test sndar OBS sdnat loeu (a literal or digital cede 
la hem eeaeldsred as a "language*. ) 

S» Bonle/rras type operation. 

For vxs machine elpher qnfa&s, there ore means of attack* 
•eeddnins los&eaL steps with mtestlve trial te^aifjj «* which 
respire mstchod plain and tljfcer texts and utilise one or 
several mofiiogttcs of the either a ea htno* ahieh yield seas of 
the periodic variables of the lyetae* 

■• ReeateAerlocfc type operations* 

In ease machine asters, the Infl l ea t ers era sadh that aw 
whan aU. the periodic eerlahles have been detorrsin*d # the aamag^ 
wiee variables ea^not he dotercdned hr eqjr eoay method* Xn 
the absence of m$r kmc i&edge of the plain text (ether than 
statistical) of « parlioaler &A***ge, it may he necessary to 
de the eqplvaliirib of deciphering It for possible ealnes of 
the mssMee-vise variables and esaedne the results otatisfcicelly 
to determine ehieh tsfcually is plain* 

If Mere Is e blah prcfc*bUity that a aartaln wrd, «r ana 
of e list ef words* occur* in the plain* 14 may he mare economical 
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to Mmsim the so Talaes, if any, of the aa*BA©a~v!ee v^iafcoes, 
whleb posrscdJt the id’aaXta&oena oeeurronoo of the cipher taset 
betine aMOinwi, and eee of ttw word* of the list, 
f « BeaUse daoryptlcrt* 

M tines, the eiyptanaLytio proses* ylelde oa^icte infer- 
option ootwerning o Mypfccgraphic pmiod* ft I* then aeoeasaiy 
to fmrtwa the deoryptien af aU arwtUsftU text la accordance 
with the rules of the listen, and print the reawlting plain. 

0, nrintiag onphip for node groups* 

M tines, aooMfios aero fully decrypted, yielding plain 
•ode, \gr essw ptmiii net involving a^aninea of the aroupe. 

It 1* then »oces«uy to print, or&xwril? in the original 
language, the taeanings of those {group* haring fen oyn Meanings. 

X. Partial daolphensarit. 

2a the pourao of attack on a nultipie atop cayptopraphic 




I* Preparation of neck Meets. 



tealjrata often desire eipher tost and relevant tnf cessation 
printed la aoaorda^w with rule* which depend on the Mete of 
•caution of the jsmWaa being worked ecu 

EO 3.3(h)(2) 
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prortdo waXyat %dih pairs «f grovssm, am at tf&ah has * 
jrobafcility of swurrlng as a fragssnt of plain trot, «nd fch* 
•ther of ifcioh hap a probability of being profuse! as 





X* Fsrooadu :m irrvjlvine r«Xeb Ively mmpl&s mnipaldtiro and 
losloal atape* 

Am esc atas&e Si the eolation of a stag&e column trar.e- 
pwdUflw, idth unlarlyin* tctfc ordinary l**ga«Ee, bet urSowun 
Matter* Hare «w will Juxtapose each pair of eeqaeneos 
of toast from tlie a*e*sge *t»idh aan Vo euooessive odmio free 
tfc* original fwm, ad for each pair sake an eettesto «f the 
relative ptefc&Utty af their arlalng aaiiaaUy* To the hotter 
•oortnc pKlrti trial third eolmua are added, and Mar probablUty 
•atiastco and further alirdn&tlone am made, until a aocro in 
at t ain e d ifftch la unlikely to have keen obtained ty rcodca in 
the ne&er «f trial » attempted, 

A eeeend ttnttti&o la the earn is whieh it is known that 
additiee I m has teen derived h f e flpsellie etnplex »*wal 
process (with at loaet <m variable ef the system \xrtam n) 
tut that the detailed nature of the wriesdyiag plai n la unknown 
Sere it la aieefre&cy to follow the steps ef the cipher alork 
far each paeelMe value «t the adae&ng paiwbor to ipnerato 
trial additive*, to strip oaoh trial additive itaa the cipher 
test, end m t mim aash reanltlns pwrado plain far law* age* 

Ilka prepeitlee* 
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17. Operations! not having traffic m bade detsu 

4* Preparation of apeeial dictionaries, Isngasge statistical raasrde* 
end other llecni title aide. 

Fer ti*e by the stud jet at hi* dmsk, * variety of dictionary 
er *fit«loeae type listing* vilh strjiirtieai infapastton «r* 
reejuirod. The information contained in th«oo freqpnatly, tut 
sot alwa ys, Ckr»$ fipsa the teat «f previously decrypted istag ea, 
(Here alao, & code osy be eoneliiored «s 4 leneiago.) 
OjsrwtcrrlstieaUy* frequent revision is required u mere infor- 
mation became 5 ttreiXftjble. 

9* Fresparati^ of astidaeiieo, table 8 end listing*, where baeie data 
1* fiptaa specific sljfcer **c8iiaes er eryptecrap-hie wgnfam* 

Mead cryptonalyaio is sftart sided bjr the r ee dy availability 
ef sQwter^tie listing* of the results of the perfewaaroe of «ul>~ 
etepe ef the e r y ptograpbic aystaa# 

0* Prevision of slwtfew-de&U aeohsnied aids m& saeles»«s« 

In addition to priatei material, sfiele^cea ef Cipher t wcfcloes, 
deviees ehleh sonlete eiyptogradtero, and deviaeo focr doing 
certain type* ef clerical wexfe may be highly useful* provided 
that they ere at band* rather thsn at s mate loeetior* 
b. Developaest of asohino technique in eatieipetion ef prablce*, 
it ttaea in the ewree of msrract crypt arid jais* there 
appear elowatt* net subject to rsgpisr periodic shan*#, bat *a& 
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tfeafc «l ehsnz* In thea would obrUie emrrant aethoda «f ettack, 
itoftre cirouactsr^®8 suggest a likelihood of asudb m ehatic** a 
•ubfttantlal egfcrt to jsrejaye to soItq a probl«i wbltfi will 
possibly amr <scd*t wy be justified. 

5* Provision of *qui jmafc mtetalnallc by relatively- unal.Uled 
pftreoriiel* 

This YaqulreaBOt *odats V virtue of the unavoidable need 
be use r, «hort~tecr& n military and ether ill-trained men far 
Miittensnee* 




